FUTUREX HOST SECURITY MODULE

Excrypt™ RMCS9S000

A Host Security Module with One
of the Highest Transaction Rates
in the Industry

Secure Your Valuable Transactions

The Futurex Excrypt™ Rack Mount Chassis (RMC) 9000 is a cost-effective, industry compliant
rack-mounted chassis that delivers secure transactions at enormous speeds. The Excrypt™
RMC9000 provides all the PIN security and key management functions that you would expect
from Futurex along with additional features not found in any other Host Security Modules.

Setting New Standards

Our Excrypt™ RMC9000 has set new standards for security, disaster recovery and audit control
by offering real-time statistical displays of network transactions and customizable access controls.

A Host Security Module with

One of the Highest Transaction Grows With Your Needs

Rates in the Industry Our innovative, modular design provides the ability for the Excrypt™ RMC9000 to expand as your

e Scalable up to 7,200 needs grow by supporting up to six separate processor boards. Each board can be configured
transactions per second individually to accommodate separate applications or can be used in concert to provide a single,

high-speed, scalable solution.
e Designed to expand as
your business grows

e FIPS 140-2 Level 3 validated
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SPECIFICATIONS The Excrypt™ RMC9000 is a cost-effective, scalable solution

Excrypt™ with exclusive features.
RMCS000 Universal Compatibility

o Runs on the Futurex Excrypt™ Universal Interface (Ul)

RIS St e Compatible with all the major host application software products sold around the world

Secured Linux
e Supports a full range of PIN security and key management functions for your ATM
Dimensions & Weight and POS networks

Space: 4U e Eliminates the need to modify your host application software
Weight: 66.1 Ibs (30 kg

Cost-Effective Solutions

Transactions Per Second (TPS) o All-in-one device that combines many of the features of our Excrypt™ SSP7100
Combined transaction processing speed of 6,600 and Excrypt™ EBS7000

transactions per second (scalable to 7,200 per second) )
e |owers your costs per transaction

Meets Industry Compliance Standards e Maximizes your return on investment and eases administration cost

I;ICPISDISAISO - e Helps reduce the resources needed to integrate and support Futurex technology
-/ Leve . . . .

ANSI X9.24 part 1 and part 2—TG-3 (Annex 3) e Reduces overall complexity and lowers the cost of managing encryption devices

Ease of Use
Operating Conditions

Power requirements: 100 — 230 VAC 50/60 Hz. 400 Watts
Operating temperature: 50° to 95°F (10° to 35°C) L4 Slmp|lfled firmware and software upgrade process

Storage temperature: -40° to 149°F (-40° to 65°C) e Streamlined process for additional encryption card detection and configuration
Operating relative humidity: 20% to 80% non-condensing
Storage relative humidity: 5% to 95% non-condensing

e Secure remote key loading

e Eliminates the need to modify host application software
e GUI makes configuration simplified and easy to understand

External Hardware Requirements

Keyboard: Standard PS/2 ) . . .
Mouse: Standard PS/2 e Combined transaction processing speed of 6,600 transactions per second (scalable to

Video: Standard PS/2 SVGA1024x768 at 75Hz refresh* 7,200 per second)
Industry Compliant Standards

High Transaction Speeds

*Note: the refresh is high speed and may not work with

older monitors The Excrypt™ RMC9000 meets and adheres to the following compliant standards:
. e PCIDSS
Excrypt™ RMC9000 Unit Includes
Key Management application CD e FIPS 140-2 Level 3
A8 g}nde o ANSI X9.24 part 1 and part 2—TG-3 (Annex 3)
Mounting brackets
TRSM double barrel keys Audit Compliance
Cables o Real-time transaction statistics for “live” auditing

e Passes all switch and network audit requirements

Disaster Recovery
e Automatically synchronizes keys and device information
o Avoids loss of functioning in the event of a disaster
e Dual, independent power supplies

Robust Physical Security

The Excrypt™ RMC9000 is a FIPS 140-2 Level 3 validated hardware security device with the following
physical security features:

e Hardened steel interlocking rack mounted case

e Tamper Resistant Security Module (TRSM) with epoxy barrier and sensor wires
to protect processor and system memory

e Pick resistant security lock controls access to power, reset and media drives
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