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A Portable, Dedicated Key
Generation & Loading Device

A Portable, Dedicated Key
Generation & Loading Device

e Portably generates random
keys and key cryptograms

e Compact design and easy
to use solution

e Reduces the cost

and inconvenience
of transporting keys

FUTUREX.COM

KEY MANAGEMENT SERVER

A Portable, Ease-of-Use Solution

With increasing regulations and outside security threats, network managers need alternative
methods for configuring commands, defining parameters and injecting encryption keys
to maintain the security of their networks.

The Futurex KLD7000 is a cost-effective, portable solution that will meet your requirements
for data encryption security and ease-of-use.

Designed for Your Convenience

The KLD7000 was designed to fit around the way you work. Our handheld unit provides
convenient options that will not only help you save time and money, but also ensures the
highest security standards for loading encryption keys.

Device Configuration & Key Loading

Configuring and loading keys to your Host Security Modules (HSM) is convenient with
the KLD7000. It also has the ability of injecting single, double and triple length keys
directly into the HSM and is Triple DES capable.

Remote Key Loading
By using the optional smart card, you can conveniently conduct your key loading remotely.
The key officer loads the key component onto the smart card, which can then be delivered
to your data center. Once at the data center, the key component is transferred from the smart
card via the KLD7000 and uploaded directly into the HSM.
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The Futurex KLD7000 offers a portable and convenient solution
for securely generating and loading keys.

Cost-Effective Solutions
e Reduces training and administration costs
e Helps reduce the costs and inconvenience of physically transporting your keys
e Portably injects your encryption keys

Saves Time
e Ability to calculate encrypted keys
e Convenient remote key loading

Industry Compliant Standards

The KLD7000 meets and adheres to the following compliant standards:
e PCI DSS
e FIPS 140-2 Level 3
e ANSI X9.24 part 1 and part 2—TG-3 (Annex 3)

Smart Card Technology
FIPS Level 3 validated TRSM
e Stores master file keys
e Generates working keys
e Safely transfers key components for keying devices

Compact Size
e 5"x3.5" x 1" allows for the device to be easily secured in a vault or safe
e Size of a personal digital assistant (PDA)

Optional Custom Smart Card Kit
e |ncludes smart cards, smart card reader and necessary software
e Exclusive, custom smart cards ensure that it will meet your security protocols
e Will meet your procedures by allowing your security administrator to initialize and configure the cards
e Ability to compute key cryptograms outside of the HSM
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