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ENTERPRISE CERTIFICATE M ANAGEMENT BACKED BY INDUSTRY-LEADING HSMS

A CuUsTOMIZABLE, HARDWARE-SECURED SOLUTION

Microsoft Active Directory Certificate Services (AD CS), through a server that acts as a certificate authority (CA), manages certificates
distributed to users, devices, and other endpoint clients as part of a Public Key Infrastructure (PKI). When the private keys used for
signing these endpoint clients are stored in software, an elevated risk of compromise is introduced. By using Futurex’s FIPS 140-2
Level 3 validated hardware security modules to store these private keys and perform signing operations, security can be significantly
enhanced while also expediting the process of onboarding new clients.

With a certificate authority created by Microsoft AD CS, third-
party identities can be verified upon receipt of a digitally signed
message. Since the CA continues to manage every aspect

of the certificate lifecycle, including issuance and revocation,
using a compliant hardware security module is essential to
establishing a secure, trusted environment.

SECURITY WITH CONVENIENCE CORE FEATURES AT-A-GLANCE

Microsoft AD CS is strengthened by integrating with a Futurex HSM, such as

the Excrypt Series. These devices operate at industry-leading throughput rates
and are compliant with the most rigorous security requirements, including FIPS
140-2 Level 3 validated physical security. - Turnkey Deployment and Seamless Enhancement

Incorporating hardware-backed security to an existing infrastructure is

easy, requiring minimal resource and time commitments. The integration is
accomplished using Microsoft CNG and requires no additional development,
and separate root private keys can be logically segregated to fulfill information

»> Full Encryption Key Lifecycle Management

~ Virtually Limitless Scalability of Signing Operations

security best practices. o~ Enterprise-Grade Security for Private Keys
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ProbucTt OVERVIEW: VECTERA SERIES

PKI SoLuTioN HIERARCHY

The diagram to the right represents a two-tier hierarchy as a proposed PKI solution. The
CAs depicted here are supported by Microsoft Active Directory Certificate Services and the
hardware security module is a network-attached Futurex device.

This example of a possible solution provides opportunities for different security levels and
geographic locations due to the dispersed nature of the CAs.

Clients with Certificates

Root CA

SupPORTED KEY TYPES AND PROTOCOLS

PRODUCT SPECIFICATIONS

INDUSTRY COMPLIANCE STANDARDS

+ Compliant with FIPS 140-2 Level 3
+ ANSI/ISO
+ PCIHSM

Futurex HSM - FRoNT VIEW

LIMITLESS EXPANSION

Increase your infrastructure’s throughput
capacity at any time.

* ECC (NIST recommended and
) AES (128-256) user defined)
« DSA (512-4096) * RSA(512-8192)

« HMAC (MD5, SHA-1, SHA256-  * SHA
512) + SHA-2 (256-512)

A + + 3DES

EXcrRYPT MANAGER GUI

@ & - Full graphical user interface (GUI) makes configuration simple and easy
g‘\u + No command line interface required for installation and initial setup

+ Scalable architecture, with the ability to increase processing throughput
rates without removing the unit from a production environment

REPORTING AND AuDIT LOGGING

-mm e - Automatically transmit data logs to a remote server for internal and

_;} external audits

+ Digitally sign log files, ensuring that data integrity is maintained and
that logs cannot be altered

* Remotely access internal logs via the Futurex HSM’s web-based
management interface
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CRYPTOGRAPHIC INTERFACES

+ Excrypt API + JCA/JCE
« PKCS #11 + MS CAPI/ICNG

WEeB BROWSER BASED ADMINISTRATION TooL

* Upgrade firmware  « Alter host software

+ Update network application
settings parameters

+ Execute secure + Adjust syslog levels
application code  « Alter TLS settings

INTEGRATE THE EXCRYPT TOUCH

Combine Futurex
HSMs and the Excrypt
Touch for remote
access and centralized
management of keys.

GENERAL-PURPOSE AND FINANCIAL PROCESSING

Futurex HSMs offer both general purpose
and financial processing cryptographic
functionalities, allowing organizations

to conduct both types of tasks within a
single Secure Cryptographic Device. This
ability provides unparalleled versatility
and applicability.



